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Process Controller Interface

The Process Controller interface defines a standard set of commands for agents that want to provide process controlling capabilities.  Hyades provides a standard implementation of this interface, but third party products using Hyades may wish to supply their own implementation to provide additional functionality.  For instance, if a product wants to perform binary instrumentation of a process before it is launched, it can do so by providing a custom process controller.

Commands

The following commands are supported through the Process Controller interface (HII_PROCESS_CONTROLLER).  

Command: 


CID_ADD_EXEDESCRIPTOR
Data: 

	Bytes 0-3
	XML fragment length

	Remaining bytes
	EXE descriptor as XML fragment (see below)


Response: 
CID_EXEDESCRIPTOR_ID
Response Data: 

	Bytes 0-3
	ID of the new EXE descriptor


Alternate Response: 


CID_EXEDESCRIPTOR_REJECTED

Alternate Response Data: 

	Bytes 0-3
	Number of reasons

	Remaining bytes
	Reason codes as 32-bit unsigned integers


Description:

This command allows the caller to create a new executable descriptor from an XML fragment describing the executable.  The XML fragment should follow this format:
<!ELEMENT ExeDescriptor>
<!ATTLIST ExeDescriptor

ExeName         CDATA #REQUIRED

ExePath         CDATA #IMPLIED

CmdLineArgs     CDATA #IMPLIED

WorkingDir      CDATA #IMPLIED

EnvironmentVars CDATA #IMPLIED >

This command returns an ID which the caller can then use to launch the executable described.  This command will not validate the executable itself.  However, the descriptor may be rejected.  For example, if the XML fragment does not conform to the description above, the descriptor will be rejected.
Command: 


CID_DELETE_EXEDESCRIPTOR
Data: 

	Bytes 0-3
	Descriptor ID


Description:

This command informs the process controller that the specified executable descriptor is no longer needed.
Command: 


CID_CREATE_DESCRIPTOR_GROUP

Data: 

	Bytes 0-3
	Number of descriptors

	Remaining bytes
	Descriptor IDs to be grouped


Response: 

CID_DESCRIPTOR_GROUP_ID

Response Data: 

	Bytes 0-3
	ID of the new EXE descriptor group


Alternate Response: 
CID_DESCRIPTOR_GROUP_REJECTED

Alternate Response Data: 

	Bytes 0-3
	Number of reasons

	Remaining bytes
	Reason codes as 32-bit unsigned integers


Description:

This command allows the caller to create a new group descriptor which can subsequently be passed to the CID_LAUNCH_PROCESS command to allow the executables to be launched as a group.  The primary reason for doing so is that it results in the generation of additional events that allow listeners to know when the entire group has been launched.  This group ID can be disposed of using the CID_DELETE_EXEDESCRIPTOR command.
Command: 
CID_VALIDATE
Data: 

	Bytes 0-3
	Descriptor ID


Response: 


CID_DESCRIPTOR_IS_VALID
Response Data: 

No data

Alternate Response: 
CID_DESCRIPTOR_IS_INVALID

Alternate Response Data: 

	Bytes 0-3
	Number of reasons

	Remaining bytes
	Reason codes as 32-bit unsigned integers


Description:

The command asks the process controller to check the specified descriptor to see if it is valid.  The process controller should verify that the specified file exists, that it is an executable file, that any directories referenced exist and that the client has the necessary security permissions to run the executable.
Command: 
CID_LAUNCH_PROCESS
Data: 

	Bytes 0-3
	Descriptor ID


Response: 
CID_PROCESS_LAUNCHED
Response Data: 

	Bytes 0-7
	Process ID


Alternate Response: 
CID_LAUNCH_FAILED

Alternate Response Data: 

	Bytes 0-3
	Number of reasons

	Remaining bytes
	Reason codes as 32-bit unsigned integers


Description:

This command launches a process based on a previously registered descriptor.  If the process is launched successfully, the process controller returns the process ID.  Otherwise, one or more failure codes are returned.
Command: 
CID_SUSPEND_PROCESS
Data: 

	Bytes 0-7
	Process ID


Response: 
CID_PROCESS_SUSPENDED
Response Data:

No data 

Alternate Response: 
CID_SUSPEND_FAILED

Alternate Response Data: 

	Bytes 0-3
	Error code


Description:

This command requests that the specified process be suspended.  Not all process controllers will support this command.
Command: 
CID_RESUME_PROCESS
Data: 

	Bytes 0-7
	Process ID


Response: 


CID_PROCESS_RESUMED
Response Data:

No data 

Alternate Response: 
CID_RESUME_FAILED

Alternate Response Data: 

	Bytes 0-3
	Error code


Description:

This command requests that a previously suspended process be resumed.
Command: 
CID_STOP_PROCESS
Data: 

	Bytes 0-7
	Process ID

	Bytes 8-11
	Wait time

	Bytes 12-15
	Action (SP_FAIL[0] or SP_FORCE[1])


Response: 


CID_PROCESS_STOPPED
Response Data: 

	Bytes 0-7
	Return code


Alternate Response: 
CID_PROCESS_NOT_STOPPED

Alternate Response Data: 

	Bytes 0-3
	Error code


Description:

This command requests that a running process be stopped. The “Wait time” field specifies how long, in milliseconds, the process controller should wait for the process to end.  If the process has not ended after that time, the Action field indicates what action the process controller should take (fail or force the process to stop).
Command: 

CID_ATTACH_TO_PROCESS

Data: 

	Bytes 0-7
	Process ID


Response: 
CID_ATTACH_SUCCEEDED

Response Data: 

No Data

Alternate Response: 
CID_ATTACH_FAILED
Alternate Response Data: 

	Bytes 0-3
	Error code


Description:

This command requests that the process controller attach to the specified process.  For the standard process controller, this will have no effect other than monitoring the given process for completion.  For other process controller implementations, this command could have richer functionality.
Command: 
CID_DETACH_FROM_PROCESS
Data: 

	Bytes 0-7
	Process ID


Response: 
CID_DETACH_SUCCEEDED

Response Data: 

No Data

Alternate Response: 
CID_DETACH_FAILED

Alternate Response Data: 

	Bytes 0-3
	Error code


Description:

This command requests that the process controller detach from the specified process.  If the command is successful, the process controller will detach from the process but leave the process running.  No further event will be generated relating to this process.
Command: 

CID_QUERY_PROCESS_LIST

Data: 

No Data

Response: 
CID_PROCESS_LIST

Response Data: 

	Bytes 0-3
	Number of processes

	Remaining bytes
	Process IDs as 64-bit unsigned integers


Description:

This command requests a list of all processes running on the same system as the process controller.
Command: 

CID_QUERY_PROCESS_NAME
Data: 

	Bytes 0-7
	Process ID


Response: 
CID_PROCESS_NAME
Response Data: 

	Bytes 0-3
	Length of process name string

	Remaining bytes
	Process name string


Description:

This command requests the name of the specified process.
Events

The following events are generated by agents which implement the Process Controller interface.  These events are identified by the HII_PROCESS_CONTROLLER_EVENTS interface ID. 

Event: 
CID_PRERUN_EXE
Data: 

	Bytes 0-3
	Descriptor ID


Description:

This event is fired just before the controller attempts to launch the specified process.
Event: 
CID_PRERUN_GROUP

Data: 

	Bytes 0-3
	Descriptor group ID


Description:

This event is fired just before the controller attempts to launch the first process of the specified group.

Event: 
CID_POSTRUN_EXE

Data: 

	Bytes 0-7
	Descriptor ID


Description:

This event is fired immediately after the specified process has been created.
Event: 
CID_POSTRUN_GROUP

Data: 

	Bytes 0-3
	Descriptor group ID

	Bytes 4-7
	Result code


Description:

This event is fired immediately after the last process in the specified group has been created.  The result code is the number of processes in the group that could not be created.  Separate failure events are generated for each process that could not be launched.

Event: 
CID_EXE_LAUNCH_FAILED
Data: 

	Bytes 0-7
	Descriptor ID

	Bytes 8-11
	Failure code


Description:

This event is fired if for any reason the controller is unable to create the specified process.
Event: 
CID_PROCESS_ENDED
Data: 

	Bytes 0-7
	Descriptor ID

	Bytes 8-15
	Exit code


Description:

This event is fired when the controller detects that the specified process has run to completion.

